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LANSKAP ANCAMAN SIBER GLOBAL

GLOBAL CYBERSECURITY INDEX 2020

Source : https://www.itu.int/epublications/publication/D-STR-GCI.01-2021-HTM-E

Published in Geneva, Switerland 2022

https://www.itu.int/epublications/publication/D-STR-GCI.01-2021-HTM-E


LANSKAP ANCAMAN SIBER GLOBAL

Source : https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021

Major

Attack 
Types
you need to know 
at least

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021


LANSKAP ANCAMAN SIBER GLOBAL

Source : https://www.embroker.com/blog/top-10-cybersecurity-threats-2022/

1. Social Engineering

Any network is hackable if an employee
can be duped into sharing access

2. Third Party Exposure

Vendors, client, and app integrations with
poor security can provide access to an
otherwise well-protected network

3. Configuration 
Mistakes

Even the most cutting-edge security
software only works if it’s installed
correctly

4. Poor Cyber Hygiene

Employee training is essential to ensure
those with network access maintain safe
cyber practices.

5. Cloud Vulnerability

Online data storage and transfer provides
increased opportunities for a potential
hack

6. Ransomware

Hackers can capture sensitive data or
take down networks and demand
payment for restored access.

7. Mobile Device 
Vulnerability

Devices that connect to multiple
networks are exposed to more potential
security threats.

8. Internet of Things

Smart technology users may not realize
that any IoT device can be hacked to
obtain network access.

10. Inadequate Post-
Attack Procedures 

Security patches must be as strong as the
rest of your cybersecurity protections.

9. Poor Data 
Management

When massive amounts of unnecessary
data are kept, it’s easier to lose and
expose essential information.

Top cybersecurity threats facing the world in 2022

https://www.embroker.com/blog/top-10-cybersecurity-threats-2022/
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EKSPLOITASI APLIKASI WEB DAN JARINGAN



MITRE ATT&CK threat models and methodologies

EKSPLOITASI APLIKASI WEB DAN JARINGAN

• Priority Definition
- Panning Direction

• Target Selection
• Information Gathering

- Technical, People, Organizational
• Weakness Identification

- Technical, People, Organizational
• Adversary OpSec
• Establish  Maintain Infrastructure
• Persona Development
• Build Capabilities
• Test Capabilities
• Stage Capabilities

1 Reconnaissance 2 Weaponize 3 Deliver 4 Exploit 5 Control 6 Execute 7 Maintain

PRE-ATT&CK ATT&CK for Enterprise
Initial Access

1

Execution

2

Persistence

3

Privilege Escalation

4

Defense Evasion

5

Credential Access

6

Discovery

7

Lateral Movement

8

Collection

9

Exfiltration

10

Command & Control

11

Impact

12

Reference - https://attack.mitre.org/

https://attack.mitre.org/


EKSPLOITASI APLIKASI WEB DAN JARINGAN

Latest Web Application risk based on OWASP Top 10 2021

Reference:

- https://owasp.org/
- https://owasp.org/www-project-top-ten/

https://owasp.org/
https://owasp.org/www-project-top-ten/


EKSPLOITASI APLIKASI WEB DAN JARINGAN

Web Application

• SQL injection lead information 
leakage

Operating System

• Remote code execution (RCE)

• Windows, Linux, Mac, iOS, Android etc

Application 
Vulnerabilities

• Buffer overflow

• MS-Office, Adobe, Java etc

Vulnerabilities in 

Servers

• RCE

• Database, Web, Mail, DNS, remote login etc

Middlewares

• Apache struts/Coldfusion/Weblogic

Content Management 

System ( CMS )

• WordPress Drupal Joomla!

Hardware 

Vulnerabilities

• BIOS, CPU etc

Protocol Level 
Vulnerabilities

• NTP, DNS, TCP etc

Vulnerability 
Database



EKSPLOITASI APLIKASI WEB DAN JARINGAN

National Vulnerability 
Database  : NVD

The NVD is the U.S. 
government repository of 
standards based vulnerability 
management data

https://nvd.nist.gov/

Common Vulnerability 
Exposure :CVE

CVE is a list of entries—each 
containing an identification 
number, a description, and at 
least one public reference—for 
publicly known cybersecurity 
vulnerabilities.

https://cve.mitre.org/

Major Vulnerability Database and Standards

Common Weakness 
Enumeration: CWE

CWE is a community-
developed list of common 
software and hardware 
security weaknesses.

https://cwe.mitre.org/

Common Vulnerability 
Scoring System: CVSS

The Common Vulnerability Scoring 
System (CVSS) provides a way to 
capture the principal characteristics 
of a vulnerability and produce a 
numerical score reflecting its 
severity.

https://www.first.org/cvss/

https://nvd.nist.gov/
https://cve.mitre.org/
https://cwe.mitre.org/
https://www.first.org/cvss/
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Threat Intelligent Online



EKSPLOITASI APLIKASI WEB DAN JARINGAN

Exploit-DB Online



Contoh : Google Dork



EKSPLOITASI APLIKASI WEB DAN JARINGAN

Operating System for Hacking

ParrotOS Backbox OSKali Linux OS BlackArch Fedora Security

Dracos OS Caine OS



EKSPLOITASI APLIKASI WEB DAN JARINGAN

Who are the attackers?

1.Hackers hacking 
for fun, technical 

interest

2.Cyber attack for 
“information” by 

Nation

3.Money 
motivated hacking 

by criminals

4.Hacktivist do 
hacking to say 

something
5.Cyber War

6.Younger generations 
are now can conduct 
cyber attack easily



EKSPLOITASI APLIKASI WEB DAN JARINGAN

Cloud

API / Fintech

IoT（Physical）

Data connection

Cryptocurrency

DevOps / DevSecOps

Better Chance 
for Attackers

Latest technology 
trend changes 
attackers’ chance of 
successful 
exploitation

Reference :
https://cybersecurityforme.com/cybersecurity-and-latest-technology-trends/

https://cybersecurityforme.com/cybersecurity-and-latest-technology-trends/


DATA BREACH ( KEBOCORAN DATA )



ISO/IEC 27040 / GDPR

mendefinisikan Data Breach sebagai:

“compromise of security that leads to the accidental or unlawful

destruction, loss, alteration, unauthorized disclosure of, or access to

protected data transmitted, stored or otherwise processed ”.

Tindakan atau kegiatan yang mengarah pada perusakan, kehilangan,
perubahan, pengungkapan yang tidak sah atau tidak disengaja, atau akses ke
data yang dilindungi yang dikirimkan, disimpan, atau diproses

Data Breach

DATA BREACH INFORMATION :

Financial 

Information

Sensitive 

Information

Personal Health 

Information ( PHI )

Personal Identifiable 

Information ( PII )

Intellectual 

Property

Government 

Information

https://en.wikipedia.org/wiki/ISO/IEC_27040


Data Breach
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Source : Bank Indonesia - Blueprint Sistem Pembayaran 2025
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Source : Bank Indonesia - Blueprint Sistem Pembayaran 2025



DATA BREACH



Source : https://twitter.com/tomwarren/status/1497341983127445506 Source : https://www.reuters.com/technology/nvidia-says-employee-company-
information-leaked-online-after-cyber-attack-2022-03-01/

Cyber attacks on Nvidia

DATA BREACH

https://twitter.com/tomwarren/status/1497341983127445506
https://www.reuters.com/technology/nvidia-says-employee-company-information-leaked-online-after-cyber-attack-2022-03-01/


Ransomware McDonald’s  
https://pbs.twimg.com/media/FMd_r9bXIAYlGG7?format=jpg&name=900x900;
https://borncity.com/win/2022/02/26/nvidia-von-cyberangriff-betroffen-25-feb-2022/

DATA BREACH

https://pbs.twimg.com/media/FMd_r9bXIAYlGG7?format=jpg&name=900x900
https://borncity.com/win/2022/02/26/nvidia-von-cyberangriff-betroffen-25-feb-2022/


https://borncity.com/win/2022/02/21/webseite-von-ip-
sicherheitskamera-hersteller-axis-com-ist-down-21-2-2022/

Axis Communications AB is a Swedish 
manufacturer of network cameras, access 
control and network audio devices for physical 
security and video surveillance. The 
manufacturer considers itself a technology 
leader in network cameras and other IP network 
solutions.

The websites are down
I received a private message from a reader via 
Facebook (thanks for that) on 2/21/2022 at mid-
afternoon, asking if I knew anything about 
axis.com, because their website was dead. In 
deed – whoever tries to access the 
site axis.com in a browser is greeted with a 
simple error message that the page is not 
accessible. Here is the German version of this 
browser message.

DATA BREACH

https://borncity.com/win/2022/02/21/webseite-von-ip-sicherheitskamera-hersteller-axis-com-ist-down-21-2-2022/
https://en.wikipedia.org/wiki/Axis_Communications


The multi-million Solana crypto hack, that 
drained more than 8,000 wallets worth around 
$8 million, has been linked to accounts tied 
with the Slope mobile wallet app.

Slope Finance said in a statement that a cohort 
of Slope wallets were compromised in the 
breach, advising users to create "a new and 
unique seed phrase wallet, and transfer all 
assets to this new wallet."

"We have some hypotheses as to the nature of 
the breach, but nothing is yet firm. We feel the 
community's pain, and we were not immune. 
Many of our own staff and founders' wallets 
were drained," the company said late on 
Thursday.

Source :
https://www.businessinsider.in/cryptocurrency/news/solana-hack-that-drained-8-million-is-
linked-to-the-slope-mobile-wallet/articleshow/93363977.cms

DATA BREACH

https://www.businessinsider.in/cryptocurrency/news/solana-hack-that-drained-8-million-is-linked-to-the-slope-mobile-wallet/articleshow/93363977.cms


https://www.viva.co.id/digital/digilife/1444068-
kebocoran-data-bank-indonesia-terus-bertambah

DATA BREACH

https://www.viva.co.id/digital/digilife/1444068-kebocoran-data-bank-indonesia-terus-bertambah


DATA BREACH
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SOLUSI DAN TINDAKAN PREVENTIF

Build Computer Security Incident Response Team (CSIRT) is a must



Why is Cyber Hygiene 
Important?

Every employee needs to 
understand basic cyber hygiene 
practices and their role in 
protecting and maintaining your 
IT systems and devices. This will 
enable better incident 
response and provide immediate 
and effective defenses against 
cyber attacks.

What are Common Cyber Hygiene Problems?

Loss of Data Misplaced data Security breaches

Outdated software
Poor or lack of vendor 

risk management
Old security software

Number of your third-party 
vendors and service providers have 
access to your Wi-Fi networks or 
process sensitive data on your behalf

Antivirus software and other security 
software must be kept up to date to 
keep pace with the ever-changing 
threat landscape

Software applications must have 
security patches applied regularly to 
prevent known vulnerabilities. The 
success of the WannaCry 
ransomware computer worm is a 
great example of why patching 
operating systems is an important 
part of good cyber hygiene

Hard drives, online cloud storage and 
SaaS apps that store sensitive data 
that isn't backed up or maintained 
can be vulnerable to hacking, 
corruption, data leaks, and data 
breaches.

Poor cyber hygiene could mean 
losing data in other ways, while it 
may not be corrupted or gone for 
good, it's increasingly common to 
misplace data due to the myriad of 
places it can be stored. This is 
why robust data classification is 
important.

Data breaches are becoming 
increasingly common, and 
costly. Spear phishing, whaling 
attacks, lack of configuration 
management, and poor network 
security can all lead to exposure of 
trade secrets, PII, and PHI. This can 
result in customer identity 
theft, industrial espionage, and a loss 
of market position.

Reference :
https://www.upguard.com/blog/cyber-hygiene

SOLUSI DAN TINDAKAN PREVENTIF

https://www.upguard.com/blog/spear-phishing
https://www.upguard.com/blog/whaling-attack
https://www.upguard.com/blog/5-configuration-management-boss
https://www.upguard.com/blog/network-security
https://www.upguard.com/blog/personally-identifiable-information-pii
https://www.upguard.com/blog/protected-health-information-phi
https://www.upguard.com/blog/corporate-espionage
https://www.upguard.com/blog/cyber-hygiene


Reference : https://portswigger.net/web-security/cross-site-scripting

What is Business Email 

Compromises  (BEC) ?

Business email compromise (BEC) 
is a type of phishing scam targeting 
companies for financial gain. These 
scams typically target executive-
level employees or individuals 
involved in finance that could 
request or initiate wire transfers or 
other types of money transfer 
scams. Cybercriminals sometimes 
spoof an email address with a 
similar name of an executive or a 
vendor familiar with the company.

CYBERDRILL EXERCISE

https://portswigger.net/web-security/cross-site-scripting
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CYBERDRILL EXERCISE



Attacker 
Recon of 

Target

Attacker 
sends phising

url to 
targeted 

email

User click 
phising url
and input 

username & 
password

Attacker 
accesses 

user’s 
machine

Attacker 
elevates 
rights, 

accesess
systems

Attacker 
acquires data

Attacker 
exfiltrates 

data

1 2 3 4 5 6 7

Recon Phising Infiltrated Backdoor Lateral 
Movement

Data 
Collection

Exfiltrate

Case Study Cyber Attack Anatomy of Data Breach

CYBERDRILL EXERCISE
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